HacTtpounka ToHkoro knueHta TOHK ¢ MS WinCEG6
ans padéotbl ¢ Windows Server 2008 Terminal Server.

B MS Windows Server 2008 B Terminal Services nameHuncs npouecc ayTeHTudumkaumm
nonb3oBaTesnien U ycTporucTB Npu noakmntodeHnn K RDP ceccun — nosisunca psag HOBOBBELEHUI.
OpgHum  mn3  Hux gaenserca  Network Layer Authentication, «koTtopoe nosBonsieT
ayTEeHTMOUUNPOBATb KNWEHTa A0 YyCTaHOoBMeHUs nonHodyHkumoHansHon RDP ceccuun. OgHako
onepaunoHHble cuctembl cemenctea MS Windows Compact Embedded He nopaepxuBatoT
cueHapuin Network Layer Authentication ¢ npumeHeHnem LMEPOBbLIX CepTUPUKATOB, B CBA3MN C
3TUM Ha TepMuHanbHOM cepBepe yHKunio Network Layer Authentication Heobxoanmo
OTKIOYUTD.

Ona Toro ytobGbl oTkntounte NLA Ha cepBepe MS Windows Server 2008 Terminal Server
HeobXxoauMmo:

1. OTKpbITb KOHCOMb «Server Manager».

o

Recyde Bin

| Remote Desktop Services »
i Active Directory Administrative Center
%2 Active Directory Domains and Trusts
¥ Active Directory Module for Windows PowerShell
[ Active Directory Sites and Services
| Active Directory Users and Computers
Z' ADSI Edit
I3l Certification Authority
. Component Services
A Computer Management
= Data Sources (ODBC)

2 DNs
{2] Event Viewer
a N 2, Group Policy Management
g Intemet Explorer ( - \"‘5 Internet Information Services (IIS) Manager
o I d ?: &, isCSI Inifiator
= feoet 3 Local Security Policy
; ini Performance Monitor
J Notepad administrator @ 4 5
é 3 Security Configuration Wizard
~ - Active Directory Users and Documents
# Computers
c s 2 Get an overview of the status of this server, perform top
. B:“ eToken Properties e 3 anage zaar;:?eesnllent tasks, and add or remove server roles and
= Network
;: 5 Certification Authority System Configuration
p: ForhalPanl (%) Task Scheduler
fﬁ Remote Desktop Services Manager ﬂ Windows Firewall with Advanced Security
= || Windows Memory Diagnostic
% Security Configuration Wizard 2! Windows PowerShell Modules
% = Administrative Tools ® Wndows Server B
Local Security P
ié cy Pokcy Help and Support
Yy Internet Information Services (II5)
|~ Manager Run...
> All Programs

ISeard1programsandﬁles [Qj Log off bl
o B &

PG S



2. B koHconu Service Manager B neBon 4YacTu 3KkpaHa packpbiTb AepeBo Roles->Remote
Desktop Services->RD Session Host Configuration: <ComputerName>.

E,. Server Manager

File Acton View Help

=10/ x|

e il Eall 7 ll5s

T Server Manager (DC1)
B 3 Roles
Active Directory Certificate Services
7' Active Directory Domain Services
iz, DNS Server
= ‘%5 Remote Desktop Services
%3 RemoteApp Manager (DC1.aladdin.local)
= a RD Session Host Configuration: DC1
9 Licensing Diagnosis
[ =5 Remote Desktop Services Manager
et
& Web Server (I1S)
= ﬁf Features
? Diagnostics
i{} Configuration
B Storage

RD Session Host Configuration: DC1

Conllgumllon for Remote Desﬂop Session Host server -]
DC1
You can use Remote Desktop Session Host Configuration to configure settings for new conne
connections, and delete connections. You can corfigure settings on a per-connection basis, ¢
whole.
Connections
Connection Name Connection Ty Tr ion Con
&3 RDP-Tep Microsoft RDP 6.1 tep Client Compatible
Edit settings
General
¥-| Delete temporary folders on exit Yes
é Use temporary folders per session Yes
=] Restrict each userto a single session Yes
=] User logon mode Allow all connections
Licensing
@ Remote Desktop licensing mode Not specified
=] Remote Desktop license servers Not specified
RD Connection Broker
=] Member of fam in RD Connection Broker No
RD IP Virtualization
1] IP Vittualization Not Enabled 10
v
K| ] =

| Actions
RD Session Host Configuration: DC1 a

é’ Create New Connection
@ Refresh
View 4
Help
&5 Disable Connection
[X5] Rename Connection
x Delete

Help

|
s |

3:05 AM
8/2/2010

Gl R A

3. B koHconu Service Manager B neBoi 4acTu akpaHa BblbpaTb NyHKT RD Session Host
Configuration: <Computer Name>, 3atem B pabodein cpegHen YacTu aKkpaHa HaxaTnem
NpaBoW KHOMKWM MbIWK Ha NyHKTe RDP-Tcp BbI3BaTb KOHTEKCTHOE MEHIO N N3 HEro
BblOpaTb NyHKT Properties.

Server Manager

File Action View Help

o A il 7|

Sk Server Manager (DC1)
B 3 Roles
Active Directory Certificate Services
%_. Active Directory Domain Services
% DNS Server
[l ‘3 Remote Desktop Services
S RemoteApp Manager (DC1.aladdin.local)
= RD Session Host Configuration: DC1
93 Licensing Diagnosis
= gz Remote Desktop Services Manager
& oct
?3 Web Server (IIS)
gﬂ Features
3 Diagnostics
ﬁ& Configuration
EB Storage

RD Session Host Config

DC1

DC1
You can use Remote Desktop Session Host Configuration to configure settings for new conne.

connections, and delete connections. You can configure settings on a per-connection basis, ¢
whole.

Connections

Microsoft RDP 6.1 tcp

Edit settings

General
-] Delete temporary folders on exit Yes
=] Use temporary folders per session Yes
=] Restrict each userto a single session Yes

72| User logon mode Allow all connections

| Actions

Configuration for Remote Deskiop Session Host server+]|

é‘ Create New Connection
Refresh
View »
Help
&7 Disable Connection

[X5] Rename Connection

x Delete

Help

Licensing
%] Remote Desktop licensing mode Not specified
-] Remote Desktop license servers Not specified
RD Connection Broker
-] Member of fam in RD Connection Broker No
RD IP Virtualization
7] IP Virtualization Not Enabled |
| I |

l J

|
| [B &

3:05 AM
8/2/2010
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4. B oTtkpbiBwemcs okHe RDP-Tcp Properties nepentn Ha Bknagky General.

RDP-Tcp Properties i x|

Remote Control | Client Settings | Network Adapter | Security

General l Logon Settings | Sessions |  Environment
Type: RDP-Tcp

Transport: tcp

Comment: ||

— Security

Securty layer: [Negotiate &l

The most secure layer that is supported by the client will be used. f
supported, SSL (TLS 1.0) will be used.

Encryption level: IClier(t Compatible ;I

All data sent between the client and the server is protected by encryption
based on the maximum key strength supported by the client.

v Allow connections only from computers running Remote Desktop with

Network Level Authentication
Certificate: DC1.aladdin local
Select | Defautt |

Leam more about configuring security settings

[ ok | cancel | mopy |

5. Ha Bknagke General cHaTb oTMeTKy «Allow connections only from computers running
Remote Desktop with Network Layer Authentication». MNpu 3Tom Hy>XHO y6eauTbCs, YTO
nyHKT Security Layer yctaHoeneH B Negotiate.

RDP-Tcp Properties i X|

Remote Control | Client Settings | Network Adapter | Secuity |

General I Log on Settings | Sessions | Environment
Type: RDP-Tecp

Transport: tcp
Comment: |
— Security

Security layer: INegotiate ‘v_l

The most secure layer that is supported by the client will be used. if
supported, SSL (TLS 1.0) will be used.

Encryption level: | Cliert Compatible =]

All data sent between the client and the server is protected by encryption
based on the maximum key strength supported by the client.

m Allow connections only from computers running Remote Desktop with

Network Level Authentication
Certificate: DC1.aladdin local
Select | Defautt |

Leam more about configuring security settings

[ ok | Cancel | el




6. Haxatb Ok. HacTpoika cepBepa 3aBepLueHa.

Kak npaBunbHoO HacTtpouTb ayTteHTUdMKauuwo Ha MS Windows Server 2008 Terminal
Server ¢ TOHKOro KnueHTa, pabotatowero noa ynpasneHmem MS Windows CE6:

1. 3anyctute Connection Manager, gnsa atoro BblbpaTtb Start->Settings->Connection
Manager.

Internet
Explorer

‘WordPad

I RuUN...
)’ Save System Setting

2] Log Off
(8] shut Down

Jo LG 15:08

Caonnection Manager,

| Type | status | Server Or Application | Connect

Internet
Explorer

ﬁg,.,

‘WardPad

[ Edit ][ Delete ”Auto-sgart] [Ad!anced] Exit

|&75tart |[connection Manager oL@ 1509 |



3. [anee B Bbinagatowem cnucke Boibpate Microsoft RDP Client n Haxxatb OK.

WordPad

Internet

Explorer

WordPad

l Type l Status ] Server Or Application ] Connect
Add New connection -

Please choose connection type:

[Micrasoft ROP Client v

gdﬂ [ Edit ][ Delete ][Auto-s;art] [nd!am:ed] Exit

lCcunnectinn Manager

IWTS Connection Wizard

Jo LG 1510

WTS Cannection Wizard

Type a hame for the new connection.
MName:

ITerminaI Server

Type the name of the computer to which you
want to connect.

Server:
192,168.128.1

Jo @) 15:13



5. Bblbpatb nyHKT Desktop, HaxxaTb Next.

WTS Connection Wizard

On connection, the Windows NT desktop is
displayed by default.

To start an application when you connect,
select Application file name and type its name.

(O &pplication file name:

IDesktop

When you specify an application, you can also
specify a working directory.
Working directory:

WordPad

lWTS Connection Wizard

6. Haxatb Finish.

WTS Connection Wizard

You have successfully created a new
connection called:

Tab Finish to save your new connection.

IWTS Connection Wizard &) 1517



7. B okHe Connection Manager 1 Ha paGo4em cTore NosiBUIIoCb CO30aHHOEe MOAKIYEHME.

Connection Manager

Status | Server Or Application Connect

WordPad

[ Add H Edit ][ Delete ][Autn—sgart] [Ad!am:ed] Exit

#95tart |Cnnnecti0n Manager LG 1518
8. TlogknioumTb knod eToken Pro Java ¢ cepTudukaTtoMm nonb3oBaTeriss K TOHKOMY

knuenty. [loOknovyamb eToken K MOHKOMY KiueHmy Heob6xo0umo 0o
ycmaHoeJieHUsi mepMUHasibHOU ceccuu.
9. BblbpaTb 3TO NoAKMOYEeHME U HaxaTb kHonky Connect.

Connection Manager

Status | Server Or Application Conngect

WordPad

Add ][ Edit H Delete ][Auto-s;art] [Ad!anced] Exit

IConnection Manager oG] 15:19



10. Beectn nms nonb3oBarens B none User Name, none naponb ocTaBuTb NyCTbIM. Tak xe
HeobXxoauMO BKNOUYUTL OTMETKY «Remember my password». Haxatb OK.

MName I Type | Status I Server Or Application I Connect
Intermnet <4 TerminalServer RDP Conne... 192.168,128.1

Explorer
: Remate Desktop Connection Disconnect

Enter your credentials for 192.168.128.1. These credentials will
be used when you connect to the remote computer.

User name: IRDP_user

Password: |

[ Add ][ Edit ][ Delete ][Auto-s;art] [Ad!anced] Exit

ﬂstart Connection Manager IRemote Desktop Connection ORI | ‘15:28 |
11. NMogKno4YmMBLLMCH K TEPMUHANBHOM ceccuun, Bbl yBUOMTE BapuaHT ayTeHTUdUKaLUN No

cmapT-kapTe. Heobxogmmo BbiGpaTh AaHHbIM CcNocod ayTeHTUdUnKaunm.

DCI\RDP_user Other User Administrator
Smart card logon

fﬁ'Windows Server2008

Enterprise



12. BeeguTe NuUH-KoA4 cMapT-KapThl 1 HaxXmuTe Enter.

Administrator
Smart card logon

administrator@aladdin.local

X S

'@ Windows Server2008

Enterprise

13. OcylLecTBNSETCA BXOA B TEPMUHAmNbBHY CECCUIO.

B panbHenwemMm, nogkni4YyeHne K TepMUHaNbLHOMY CepBepy C MCMNOfib30BaHMEM
annapaTtHbIX CpPeAcTB ayTeHTU(MKauMM BO3IMOXHO KaK C MWCNOfb3oBaHWEM
fAipnbika paboyero cTona, Tak U MeHekepa TepMUHaNbHbIX COeaQUHEHUNA.

ABTOp HacTosLEeNn MHCTPYKLUK:

Poman CoBanos,

MeHeakep no pabote ¢ naptHepamu Aladdin Software Security R.D.
E-mail: dealer@aladdin.ru

Ten. +7(495)223-0001



